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INTRODUCT ION

Az oa Certified Frotection Frofessional (CRF) and Security
Supervisor with Bell Atlantic Corporation in Washimgton, D.C.. 1
condus bed physical security inspections of the utilities”
Telephone Central Dffices(TCOs). 1 inspected the TCOs with an
aye for hardening the physical structure to prevent intrusion and
nossible harm to the plant equipment or emplovees.

Increasing international terrorist activity., with Americans as
the focal point, caused me to ponder what would happen if a
terrorist group would mount a coordinated attack on the public
utilities in or around a major metropolitan area. My thoughts
caentered on several themes: (1) Could it be done? (Z2) How could
it be done? (I) How easilv could it be done? (4) What effecth
would an attack have on the utilities and national security? (S
Is such a threat a valid national concern? Finally, (&) How
could a security supervisor better prepare an organization to
prevent or respond to such an attack?

Initially. I was thoroughly convinced that an organization as
large as Bell Atlantic, servicing the very heart of the U.S.
Goverrnment, would have a carefully conceived Contingency

Emergency Flan(CEF) with built-in redundancy to respond to a




terrorist attack. Ta mv amazement I soon discovered that there
i3 no published CEF for terrorism, nor is there redundancy built
into the svstem. Further, mvy expressed concern over these
deficienciess has s0 far met with only limited interest.

Upon reflection I feel this limited interest indicates lack of

sducation as to the sxtent of the t=rrorist threat. We have
grparienced no maior terrorist incidents involving public
utilities on American soil. Therefore, no lessons have been
learned. We continue operating with a false sense of security.
Economics and a lack of understanding of the secondary effects
that a coordinated terrorist attack would have on public
utilities during the post response period also contribute to this
ftalsese sense of secuwity.

The purpose of this paper then is to explore the threat
mentioned above by first looking at the potential capabilities of
terrorist groups, analyzing the threat, and then postulating the
possible damage tervorists could inflict. I will examine past

communication disasters, seeking lessons learned from them.

To most Americans the threat of large scale terrorist attacks
on American soil is unbelievable. This perception is fostered,
in part, by the increasing effectiveness of the anti-terrorist
activities of the U.S5. intelligence community, the Federal Bureau
of Investigation, and state and local law enforcement

agencies. (1)

58]




But o woe nuwst understand what a terrorist is and discover why ha
or she commlits acts of violence in order o intelligently
uwriderstand the bhreat. Surely there are mno "typical"
terrorists. But they do tend to display certain psycho-sooial
profiles depending upon the group they represesnt. The July 1728

Frotection of Assets Bulletin cited significant characteristi

it

for current terrorists from & monograph that appeared in the

D issue of the FRI Law Enforcement Bulletin.

k)]

April 198

A partial summary of the profile indicates that the terrorist
leadership is politically active, literate, has high verbal
shills. is well a2ducated and well trained. I see the opposite in
the followers. This leader—follower syndrome indicates the
violatile nature of a terrorist organization.(2)

Imn, "Will Terrorists Go Nuclear?", B.M. Jenkins(CFF) indicates
that & great deal of popular mythology about terrorists describes
them as mindless, irrational killers —-— persons like Bundy and
Mansonn. But the violent actions of such persons do not describe
most terrorists. Terrorists freguently do kill. And their
k1llings, to a degree, are indiscriminate, but with a purpose.
Further, their killings are are not irrational in the context of

their political/reliadious purpose.(3) Americans must understand

t

ha

it

terrorism is a threat or act of violence undertaken to

creats fear and focus attention on a particular
political/religious movement.

Tarrorist activities fall within a continuum —-—- ranging from




zmall antonomous groups fighting for political, religious or

aothnic reasons Lo st

1]

te-directed or sponsored tervorism.  With
nuclear parity, the INF treaty, and the continuing arms reduction

negotiations, the likelihood of a nuclear confromtation i

31

leszened. One of the negative results of this is the potential

foer an inorease Ln terrorist activity by countries that are krnown
Loy direct or soonsor terrorism such as Syria, Iran, Libva. North
Eorema, Cuba, and some Eastern BElock states.(4) State direction
o sponsorship of terrorist groups provides a safe, cheap, and
zound course of action, compared with the risks of a nuclear or
conventional confrontation. A rz2cent example of state supported
tervrorist activity in the United States is the "Chicaqo Five"
incident with the EL Rukns gang. Five members of the gang were
convicted after an investigation found that their ringleader had
made arrangements with Libya to blow up airplanes and government
buildings for pavments of up to $2.95 million. Fortunately, none
of the terrorist acts ever took place.(5) The so called Libyan
"hit teams" targeted against Libvan exiles and, allegedly at one
time against Fresident Reagan, provide another example of state
directed terrorism.(6) Currently in the United States and Fuerto
Fico, remnants of at least seven terrorist groups operate
autornomously. Their actions are ethnicly or politically
motivated and basically right wing. None of these groups have
perpetrated any incidents that can compare to intermational

terrorist activity frequently covered in the news media.(7)




The homb iz the wespon o7 cnodice of most terrorist groups. The
wzekly rews broasdossts of bombings in Lebanon or Ireland and thes
recent desteraction by bomb of & nassenger pleane enroute fram

Europs to the Unirted States 1llustrate the point. The bomb has
P P

acl e lag periods of political, racilial, commercial and

mbrite ovar the conturies. Thus the mere act of

threatening Lo ou

ng the bomb has become a symbol of

(8
-

power .«

The FRBI = 1984 bomb summary showed that the freguency and
severity of bombings in the United States was down but still
considerable. The report stated that in 1986 property damage
amounted to $#2.4 million, with 14 persons killed and 185
injured. Terrvorists were implicated in 15 bombings.(7)

Technological advances in small but powerful weapors and
munitions have also created an environment favorable to terroricst
activity. These advances make bthe weapons cheaper and easier to
transport and use.

Advanced w2aponry and munitions in the hands of a terrorist
group would be more devastating than any natural disaster that
nas accurred in the United States to date. This is particularly
true 1f nuclear devices should become available to terrorist
organizations.

Although T was wunable to find any evidence of incidents of
terrorists possessing or using "high tech'" weapons, they are

readily available. These weapons are designed for ease of use,




puly P el RS o Yl power . Some, such as the
Lighit dnti-tark Weapon(LlaW:, sre ever disposable. "High tech”
WEEDEINR AN Lt nffsr distincht advantages : (1) They are
Lughit—werght, L2 Tihey are simple to operate. () They have

Mo oot ructive phwer, (4 They are more ac-urate. (D) Thew

regeere o phivsital entey onto the targeted premises. E Thies

s preeabability of escape. (7)Y Finally, they decrease
probabrlity of detection. Examples of "high tech'" weapons are
the amsricarn-made Redeye, Stinger, Dragom ana TOW

precision-guided munitions(FGMs). The Soviet 5A~7 and Sagger

miss .2 and the French-German Hot and Milan weapons systems are
obther 2xamples. New shoulder-fired, multipurpose assault weapons

Lo lads multi-shot rocket launchers. Silent grenade launchers,
mini-grenades, and weapons firing duplex or triplex
cartridgesithat contain two or three bullets in tandem) are
avallable:. Alzo anti-tank rocket laur~hers can penetrate up to =
meters of ocroncrete or more than 172 meter of heavy armor. rese
rocket launchers have no backblast and can even be fired from
inside a small room. Remote ~<ontvolled mortars can be fired at a
target using & timing device. (i) These weapons are mass
produced by the United States and foreign governments for thelr
armed forces. Some of these governments eirther seli to

terrorists or sponsor terrorism to further their national

Irv sum, terrorists have the potential of becoming a major




TorCe., Even mors2 dangs-rous i35 4 foros bhat ma s have She

i, Wil oand astermination bo

iy

sponsorzhap oo oL

The Ulma baed 5

bBecoms lnorsasingly velnerable to such

chal lenages,  Lro part bEcawse bthe entilire infrastructure support
S beam LE oa o wealth of lucrative high-tech ftargets.

LESSONG LEARNED

Thizs secbtion summarizes ths catastrophic effect that fire and

water had on communication facilities in three separate

1

imcicdents. These incidents did not happen concurrently. Nue to
the coarageous efforts, excellent emergency planning and
coopsrabinn ot the Bell System, the =ffect in each case was
limited to a matter of weeks. However, secondary effects are
=ti1l1l being felt today. These communication disasters depict nnt
iy the immediate impact on the wtility concerned but the impact
an national security(military organizations) as well as the
ztfects on police, fire emergency response capabilities and
cuommercial enterprises.
NEW YORE- 127%(12)

The following summary was ftaken from a pamphlet releassd by
STET 10 May of 19795.

n February 27, 1975 a short circulrt 1n a sub-basemenbt vawlt
cassed a five-alarm blaze that resulted 1n & majnr telephone

service catrastrophe. Within 17 lours, 176,000 telephones in

]

oW Manhattan were out of service. The fire damanged or




descenad cabile and switchlng equipment.  Water damage rendscog
' T o amEn o .
Gy Fourm ko ned ok o service to Z00C bloocks ownoa bhres

L housed offices, apartments, stores, el Lo

3
-

Foizon Fower Company main office, New v:
P ante L mespaotaly Lo oolinue, O oidnfirmaries and the Bermstein

NI SN I o My it sl emergency effort was to provide servioe

Lo othe twapetal, the police and flre departments, and other vital

ayeric ot L retghborhood .
Toltal vosponze and restoration was beyond the capabilifty of the

Mewy voart ompany . Mase

H
7

assistance from Western Electric,. New

Jeavowm,y Raell, Donnecticut Bell, FPennsylvania Bell. the four
Chesanpeake and Fobtomaco Telephone Companies and other sources was
oy biced o ard 10 the restoration =ffort.

Mt le radio-telephone units from other Bell operating
coamnanias ware browght in to provide emergency service. During
Fhe: bhree-wesw oSutage, 400 coin telephones were also placed in
storefront centers, mobile vans and special outdoor rack
iocations. IlJsage peaked at 105,000 calls a day— eight times the
asar »ge usade of coin telephones in that area.

Thie Marnhattan Chapter of the Telephone Fioneers of America

T

srganto@d volunteers o visit the blind and shut-ins in Lhe
2ttected ares, to runm errands., to take messages and place phone
a

~xll L for bEhem, A o massive effort enabled the community to find

locattons of the coin telephones through distribution of

=




s e Al by made maps welbten in foue different languages.,
The restorabtion effort rtnpacted the btransportation industry as

well, Trirty Lroocking companiss and 11 alrlines wers used to
Lransport tons of esguipment o bthe areas.

A uncolod amber of volunteers from New York and elsewhers
aiong Wwibh morse tham 4,000 Bell System emplovecs worked arournd
the o lack to restore the damaged TCD by 21 March 1975, Three
wiesk 3 0f fear, frustration, and teamnwork proved fruitful.
Monetary loss to the utility, stores and corporations within the
affected area and loss to other areas of the country duese to the
deferral of squipment to the New York disaster has been estimated
to be in excess of $100 million.

NEW ORLLEANS- 1987(17)

The following summary was htaken from the report on the New
Grleans communication outage prepared for the Manager National
Communications System by Booz, Allen, Hamilton, Inc.

On 7 April 1983, an unanticipated rainstorm caused unusually
severs local flooding in the New Orleans area. The basement of
ATRT/S0uth Central Bell New 0Orleans Main Complex was flooded
causing damage to the'electrical svstem and the loss of both
commercial and emergency power. Without power the TCOs system
shut down when the plant’'s hattery system was exhausted. The
system shut down for 9 hours and 45 minutes. 30,122 local area
lines were affected for 9 hours and 20 minutes. 546,772 long

distance service lines were interrupted for 8 hours. Special




Servane Lines - oa service that connechts Lo or thero more Shan one
TED for 32,985 communications cirowuits - - werse discuapted for 2
Fiars .

The 1mpact of bhis disaster was minlmized dua to the time O

the flood inight) and the seffects of the flood on the morniro of

fApeal 7 tmost business & ogovernment offices shut down for
ey ) . Th@gefﬂre damand for service in The affected area was
srgnrficantly readuced becawse of bthe circumstances.

Al thowgh aocess to long distance service was not available, New
Arleains was ot totally isolated from a telecommunications
strndpoint because other carriers maintained the capability to
commurniicate through their systems throughout the shutdown period.

Some of the secondary effects of this natiornal disaster
follow., 0Of the approximately 1800 circuits routed thru the

damaged TCD for use of the United States Transmission Svstems

’

MIETE), 35 percent remained in service: all special service
circuits were out, including service provided GSA & MCI: an
=atimated 10 per cent of the 1000 Telex circults and 700 TWX
circuits provided Western Union were out of service; Satellite
Business Systems (SBES) lost the wuse of its WATS extension to
outiying cities for a short period.

The effects on federal, state, and leocal government offices
varLed, The zseverity was reduzed by closings due to the flood.
Military installations reported that the outage either disrupted

or severely impaired their mission performance. The loss of




Automatis Volos Metwork (SUTOVONY, Automatic Dioital Mehwoet

CARUTORINDY . Faderal Telephorns System (FTSY and lomg distancs

service made it almost ifmpossible for military activities to

contact their headguarters.  The Navel Alry Statrion lost ats

waather service cilrouits nesded to carvy out Lhte responsibiliby

2fF tmrricane preducbion. The raport also stated that

i

roepevsantatives nf the Alr Natiloanal Guard indicated they moold

not have laonched their defensive/sinterceptor fighter aircraf

=
it

Lhat wiare on alert. It forces had been mobilized during the
shutdown, the Navy Reserve would not have been able to perform
ite mritical conrdimation functions. The Navy. Coast bGuard and
Army Natinnal Guard resorted to use of Military Affiliated Radin
Syvsten (MARS) stations, HF and FM radio networks. The Government
Services Adminisztration s(65A) experience was similiar to that of
the military. Ite FTS access lines were not restored uantil Aperil
8 due to fusing problems in the New Drleans TOD.

The most severely handicapped government organization was the
Federal Aviation Administration (FAA). Loss of service to the
Fas’ s Houston center made normal air traffic control imoossible.
Special service circuits, providing data transmission
capabilities, precluded the automatic hand-off of air traffic and
caused the FAA to route traffic around the New Orleans area.

They also had to impose flow control nationwide for air traffic
destingd for New Orleans. The cooperative actions taken by the

FCC, ATAT, and the White House in response to this limited

11




af communications hetwesn

shutdown were as follows. Tiotal loss

the MHouston center and the New Drleans sector centar was

considered a major problem by FAS officials, FAas regional
headgquerters officials called the ATET WNatiomnal Accounts Officas

=
N
i
3]
i
hasy

1ington and determined thet ATET could use military airlift

+
1]
=
3
}_J .
.
pi
—
~+
-
i
=1

capanllities bo transport an ensrgency satellite
Atlanta bto Mew Orleans.  FAA hesdguarters in Washington began
coordinating with the Fentagorn for suitable airlift. "FAA
parsonnel reporbted that within a couple of hours the approval for
thie wse of 2 C5A aivrcraft had bzen obtained from the Executive
Dffice of the Fresident".(14) The process moved rapidly to a
point that instructions were being prepared to direct the tractor
trailer driver to the correct lnading area at the air force base
in Georgia. Communications were restored prior to implementing
the plan.

Response to this communications disaster was well within the
capabilities of the local Bell System and AT&T personnel.
Assistance from other telecommunications carriers was not
necessary., Flooding at a different time of the day or of a
longer duration may have caused greater problems.

CHICAGO- 1988(15)

This sumnary of the Hinsdale communication disaster was taken

from an article which appeared in the September 1988 issue of the

Frotection of Assets Bulletin. Additional and more specific

information on this incident will probably be available after




curient litigation is complebs.,

i

H

Om Mobher ' s Day, Sundav., 8 Mavy 1928, a fire at a Hinsdals,

a2 damages which approached the 1975 New York

Tavre . The Tllimois company is skill reviewing and

damanes at this time. What is known are the facts reported to
Fraa press at that time.,  The TCO was unocoupied on weekends. The
Ffors burned for approximately 20 minutes before & fire alarm was

roticed by a console operator located in a telephone company
facility 150 niles away in Springfield, [llinois. Reasons for
Lhe delavy in noticing the alarm, reporting the alarm to the local
fire department and the local fire department response are not
aquibe nlear. The results of the fire were catastrophic. The
Telephonse Company’' s direct equipment and repalr loss was over $350

million. Service was lost to 25,000 local subscribers. 118,0G0

Long distance lines and 26,000 Special Services lines (data) wers

disabled. Subscribers included major corporations swch as

Eastman kKodak, Rockwell International, Hyatt, FTD, McDonalds,

United Stationers and Ace Hardware. As in the previous
commuanications disasters, the secondary effects were
zignificant. FTD had processed almost all of its Mother s Day
imders, so their losses were minimal. United Stationers
relocated its operations but still lost an estimated $10 millaion
in orders. Company officials estimated there would have been an
additinonal $70 million loss if they had not had an alternative

plan. Are Hardware lost contact with 9 of its 15 distribution

g




centers and data had to be Flown in. Drder mrorsssing Wwas

dalayed and roush orders were probably losth, Im addition to the

looal there was a loss of contact with S0

other TOOs.

This paper does not offer an i1n depth stoudy of the thre

rommanlcations disasters., Rt what v review oof thes disasters

als im some senss 07 the magnituade of the impact of a

conmnmunications disaster. Alsog, therse are lessons to be learned
from tham —— leszons that can be used to hetter prepare the
telecommunications industry for possible future incidents of an
organioed terrorist nature. The key to formulating the lessons
learmned is to viswalize each incildent as happening at the same
time, but not dus to a fire or flood. Visualize the effect a
coordinated terrorist attack on multiple targets would have in a
major metropolitan area such as Washington, D.C.

Three lessons stand out. First, any major incident involving
2ither the electric or communications uwtilities in one or more
matropolitan areas would have a devastating effect on
not only the utility concerned hut public health and welfare,
public order and national security. Second, it is imperative
that every public utility have a well thought out Contingency
Emergenmy Flan(CEF). Third, a constant state of cooperation
must exist between the private sector, federal, state and local
governments.

THE CONCERN

14




In reviewing the literaturs on terrorism and reflecting wpon
Ehe reaction of my pesers when [ inguired, ot appears tLhat a

majority of the Americen public b cncern for tereoriam

within the United States. Most fesel terrorizm 15 an

Wi

rivternatronal problem - not a mnational problem.

Or the other hand, corporate Americs’ s conocers 15 vising &8
more and aore btarrarlst acts are perpetrated against theair
Dveraseas ventures and they become aware of the vualnerabilities
Frares o tha Lnited States.

The Federal Government iz highly concerned. An intesrview with

i

senior offrociral of the National Communications Syshem revealed
that high level government and corporate exscutives of the
commanisations industry have been studying the threat for the
past seven years.(16) Thiz group, the National Security
Telecommunicatiors Advisory Committee(NSTAC), meets with the
Fresident and bis staff twice a year. One result of their work
Has been monies allocated by the government to reduce
vulnerabilities. (17)

The J.S. Army and Air Force have expressed their concern with
terrorism by placing the operational concept of terrorist
activity in one of four maijior operational categories under
Low-Intensity Conflict(LIC) doctrine. The other categories are
insurgency and counterinsurgency, peacekeeping operations, and
peacetime contingency operations.(18) This doctrine speaks to

LIC a3 often localized, principally in the Third World., but as




sonbtaining regional and global secur:

ConnaErT WL th e

The Federal Government also eipresss

terrorist bhoreat to the Unidted States in oa public document

sertitled the Fublic Report of the Yice Fresident ' s Task Foros on

Tombatting TeErroe i s The report states that

Ny vullnerabi lity lies, ironically, in the strength of

DL Open S and highly sophisticated infrastructurs,
LN, ensrgy ., comnunications, fimance, industey,
ieferze, diplomacy and government itself raly on
rrelated mnetworks. Given these inherent
vinerabilities, and the fact that Americans are increasingly
the targets of terrorist attacks outside the United States.

it is apparent that a potentially serious domestic tLhreat
erists. (20)

Without doubt, the potential domestic threat is real!
Technology has actually "giftwrapped" sensitive high tech
infrastructure support systems into small hoxes. Increasing
amounts of communications are located in single locations dus to
the introduction of "Fiber Optics"” and the fully automated
"Elzctronic Switching Systems', thereby increasing systemic
viulnerability. The economics of centralizcing communication and
electronic equipment, while attractive to corporate executives,
is potentially disasterous without redundancy. The establishment
of bhe NSTAC and the response by government agencies in
Washington, D.C. to the New Orleans communication dizaster are
indicative of the effects these disasters have on national
security. Federal, state and local law enforcement agencies are
doing an nutstanding job identifying, tracking, and apprehending

actual and potential terrorist groups. But they cannot deo the

16




joen alone!  The communications, powss, and bransporiastion

smddusteres are s interrelated that they must doin forzes with

5}
~h

govesrmmental  agens i ffective pre- and

o potential domestic terrorism.

ma o to oty oorporation on wavs to harden tne

physical plarnt, add redundancy, and establisth & well planmned and

cooridlnatad Contingenoy cnergency Flan would batter prepars the
organ . cation to prevent or respond to a terrorist attack.
Hardening of the physical plant offers only limited security.

But efforts should continue to increase the difficulty of
urnoticed physical entry and at least provide an esarly warning of
any malfunction in equipment or attempted forced entry. Security
guards and CECTV are the keys to bardening the physical plant.
However, tredundancy is not regarded as “"economical” in light of
Lthe currently perceived threat. Government
insistence(regulation) and assistance(money) and iLndustry
cooperation are key to establishing alternative meansz of
comnunication and power availability. Limited CEF exists in
every organization. However., a great majority of these plans
address ornly natural and man-mnade disasters. Many that address
terrorism cite only kidnapping as an act of terrorism under the
heading of Executive Frotection. Corporate security training is
oriented towards verified threats(bomb,fire,work stoppage etc.).
Other contemplated threats depend on the region the corporation

is locrated -— for eaxample the hurricane belt or the tornado

17




bl b, The Federal Oovernment has generally oriented its
przpavedness on natural disaster and conventional or nuclasar

Aarfiore rasponsa. (21 The sconomic orientation of corporacs

Amarica and, to some sxtent., of the Federal Bovernment provides
moEy only for secuwring against these known threats.  In summar

TEFs are

Dasically wirlitten in a wvaouum with no apparent SThooght
o wnderstanding of effects on other entities within the
metropnlitan area. I feel that a coordinating document with
national level emphasis and guidance should encompass all local,

ztate, and federal interests.

A NATIONAL CEF (NCEF)

The three primary goals of a CEF are, in order of impartance,.
(1) the protection of life, (2) protection of property, and (3)
the restoration of ncormal activities. (22 The vital first step
i development of the CEFP is the =stablishment of an overall
National Disaster Response Flan (NDRF). There is no need to
re—invent the wheel. There is a wealth of expertise in
formulating, exercising and implementing CEFs in America. All

that is needed to address the potential terrorist threat is te

i

te this expertise intm a National CEF (NCEF) with the

Ti

intsgr

full backing of the legislative and Executive branches of the
Federeal Government. The NCEF wnuld replace mutual assistance
agreaments at times of national disasters. There are two sound
reasons for a National Contingency Emergency Flam., First, it is

imperative that active partnerships between the federal., state

18
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and 2lectric powsr utilitiss
well affect national
arnd W.S. national and

Svery ubkility corporation whose activities are predetermined
e 0f vikbal concern o .2, national security interests should
represented, including ATAT. Regional EBell Operating
Comparies(REOC s5), and Con Edison Fower.

The FRI is designated the Lead Agencvy of the Federal
Govermment., with the resporsibility for coordination of the
federal response to terrorist incidents that take place within
oS territory. (23)  This agency would oversee the NCEF thru the

responsible for developing,
the
Department of Energy(DOE),
Matimral Communication System(NCS)

concentrating on the areas shown

Mational Disaster Response Flan

cmergency Marmagement Agency (FEMA)Y,

testing,

Department nf Nefernse(DOD),

which would be

and implementing the plan

assistance of the Department of Transportation(DOT),

and the

FEMA would design a NDREF

bhelow.:

Areas of Concentration

Area

Education of the public.

2. Intelligence gathering.
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A Faderal, = ard Lo s
law enfaorcemant.,
R Federal, =

. Tooarnnag aovernments and oL, ane
bie Pralocation/adentification sctoe.,

AT e i bical reEpailr parts.,
oo Beov rmerids of dnterrselabted

crphores B e s

. Mabt el security restoration
A T B =T
. ~tate and local funds along with corporate funds

zhowld be sarmarked for the plan, with emphasis on the

communic sbtions., tramsportation and electric power industra

W
H]

Flanning emphasis should be on restoration. Rapilid restoration

would sEncompass th

iy

I3}

tirst and second primary 3oals of CEF and
Jrlote the secondary effects on other portions of the
infraztrocture not directly attacked.

[vv soun, a MNCEF would place national resources up front
2longside of corporate resources to better respond to & national
LenLern.

This paper has explored the potential terrorist threat 1rn the

ight of past communications disasters. It then postulates the

possitle damage terrorists could inflict through examining

ju]

ctentially conpareble disasters. Finally, it extracts lessons
learned that could lead to coordinated plamning for such
disasters., Even though each disaster happened in 1solation.

srbrapolatiarn af all the events happening in concert because of
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